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EM Attack on BCH-based Error Correction for PUFs
Lars Tebelmann, Michael Pehl, Georg Sigl
Technical University Munich, Germany; {lars.tebelmann,m.pehl,sigl}@tum.de
Cryptographic key storage is an important requirement in embedded devices. Physical Unclonable
Functions (PUFs) are security primitives based on intrinsic differences of physical objects, which
can be used for this task. Key generation from PUFs provides a cost-efficient alternative to secure
key storage on embedded devices. Instead of storing the secret key permanently in a non-volatile
memory, which is prone to physical attacks or needs further expensive protection, the key is generated only on demand from the PUF response and is not stored permanently on the device. To
ensure reliable PUF-based key generation, helper data algorithms based on error-correcting codes
(ECCs) are used [1].
The helper data algorithm of the fuzzy commitment scheme [2] in combination with a concatenation of ECCs [3] has been shown to be vulnerable against a first order differential power analysis
(DPA) attack in [4], where a code word masking scheme was proposed as a countermeasure.
This work transfers the original attack from [4] to the electromagnetic (EM) emissions side
channel and develops a second order DPA attack on the code word masking scheme. The original
correlation-based DPA attack is improved by incorporating a priori knowledge from leakage of the
public helper data. Subsequently, an extension is proposed, which exploits the correlation pattern
of the original attack in combination with the a priori knowledge. This extension of the original
DPA attack decreases the number of traces for an attack. It is employed to successfully attack the
PUF response used in the fuzzy commitment scheme. Exceeding the work in [4], the PUF response
of an entire decoding cycle is recovered. Furthermore, the negative influence of bit errors in the PUF
response on the DPA attack is analyzed. A second order DPA attack on the code word masking
scheme is successfully conducted based on the proposed extension. Possible countermeasures to
prevent the second order DPA attack are sketched.
The results proof that DPA attacks on ECCs for PUF-based key generation are possible and
show the feasibility as well as the increased effort for a second order DPA attack on masked ECC
implementations.
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Distributed Key Generation and Threshold Decryption for OpenPGP
Heiko Stamer∗
∗

HeikoStamer@gmx.net

We report on our experimental implementation of a distributed key generation (DKG) protocol [GJKR07] for discrete logarithm based cryptosystems and its straight-forward integration for
generating ElGamal encryption keys [Elg85]. A simple and well-known reliable broadcast (RBC)
protocol [CKPS01] is used as mechanism to achieve some validity, consistency, and totality of the
exchanged DKG messages in a most likely asynchronous communication environment. The implemented threshold decryption [CGS97] employs non-interactive zero-knowledge proofs of knowledge
in order to avoid interactiveness of the decryption process. The source code of all is released under
a free software licence (GPLv2) in the most recent version 1.3.0 of LibTMCG [Sta17].
Related work [CBVK04, DCC08, KG09, KHG12] is mostly known from the areas of secure
multiparty computation and electronic voting, where so-called t-resiliance is often required for
distributing trust among the involved parties in a robust way, i.e., at most t participants can be
malicious or fail to participate. However, there are also some interesting usage scenarios of DKG
and threshold decryption for OpenPGP [RFC4880] that we would like to discuss in this talk.
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On the security of IPsec
Michael Heußen
Universität Bonn

Daniel Loebenberger
genua GmbH, Kirchheim

Michael Nüsken
b-it, Universität Bonn

May 2017

The security of IPsec has been considered repeatedly, however a precise, complete, accessible security reduction is still missing. Paterson (2006) says ‘The full IKEv2 protocol surely deserves a formal analysis.’
and to our knowledge this has still not been done. So our work provides game-based security definitions
suitable for this investigation, basically adapting AKE to IKEv2. We provide an explicit security reduction for IKEv2 with mutual authentication. Algorithm negotiation is part of our treatment and we use no
abstractions. It turns out that we need a slightly stronger Oracle Diffie-Hellman assumption than used for
TLS and we need that an extra assumption, that we call RCR security, about the signatures which for practical schemes boils down to collision-resistance of the underlying hash function with a attacker known, but
unpredcitable part in the message.
This analysis is a starting point for further investigations. In particular, unilateral authentication and downgrade attacks to IKEv1 are not yet covererd. A reference implementation suitable for automatic verification
and a machine assisted proof for its security is the ultimate goal.
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Optimization of Encryption for Time Sensitive Networks
Venesa Watson∗ † and Jochen Sassmannshausen∗
∗ University of Siegen
† AREVA GmbH
Siegen, Germany
Erlangen, Germany
Critical industrial networks are characterized as having complex network architectures, with each
level having specific functional requirements. For example, a typical industrial network architecture
will have the field level network at the lowest point, with the control level just above, followed by
the management level [1]. The field level is the most time-critical of this architecture, requiring bus
cycle times (time taken for the exchange of data between master and slaves or between slaves) of
less than 10ms, due to the critical nature of the data communicated here [2]. At the other levels,
the favourable maximum bus cycle times are far greater. Given this requirement for rapid system
reaction time at specific levels, typically, such network segments do not feature security measures
to preserve confidentiality and integrity, as associated security controls would introduce additional
time constraints. However, the absences of these controls suggest that there are security gaps in
industrial networks that cyber-attackers can exploit. This is of great concern, as attacks against
critical industries, such as the power industry, can result in disruptions in significant sectors of
society, such as transportation, financial institutions and medical facilities. One control that adds
a significant overhead to system response time, is cryptography. This control is used in various ways
to ensure confidentiality and integrity, such as by verifying and validating connected systems and
users through authentication and authorization mechanisms, and verifying the trustworthiness of
data through hashing techniques. However, implementing cryptographic controls require additional
resources to facilitate the encryption, decryption and the verification processes, which contributes
significant overhead to large complex networks.
To present cryptographic controls as favourable to time sensitive networks, this paper seeks
to evaluate optimization techniques for cryptographic controls, the effort of which is to maintain
system real-time responsiveness. This paper also seeks to evaluate the limitation of current or
popular industrial network protocols, such as Modbus and Profibus, in supporting these controls, in
comparison to more resilient protocols. In this work, we intend to evaluate the use of Counter Mode
of Operation (e.g. CTR-AES) to accelerate encryption and decryption operations [3] [4] [5]. The
results will then be compared to those from previous works, such as where parallelism is employed in
accelerating encryption, using two cryptographic modes, namely Cipher Block Chaining (CBC) and
Interleaved CBC (ICBC) [6] [7]. Modbus, Profibus, Profinet and Avionics Full-Duplex Switched
Ethernet (AFDX) networks will serve as the testbed for the comparison of these techniques. In our
talk, we will we discuss the selection of the Counter Mode of Operation for encryption/decryption
acceleration, time sensitive networks in the industrial context, the limitations of popular protocols,
and the strengths of current and emerging industrial ethernet technology in better maintaining
real-time responsiveness whilst also supporting cryptographic controls.
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Data loss is perceived as one of the major threats for cloud storage. Consequently, the security community developed several challenge-response protocols that allow a user to remotely verify whether
an outsourced file is still intact. For example, to verify availability of an outsourced file cryptographic proofs like “Proofs of Retrievability” or “Proofs of Data Possession” are being employed.
However, two important practical problems have not yet been considered in this context. First,
clients commonly outsource multiple files of different sizes, raising the question how to formalize
such a scheme and in particular ensuring that all files can be simultaneously audited. And even
if this is done, it needs to be efficient such that it can be executed in the form of regular audits
without hindering the usual services. Second, in case auditing of the files fails, existing schemes
do not provide a client with any method to prove if the original files are still recoverable. In other
words, even if a small error occurs, for example due to hardware failure, the original data may still
be recoverable but the client does get the information that his data is lost.
We address both problems and describe appropriate solutions. The first problem is tackled
by providing a new type of “Proofs of Retrievability” scheme, enabling a client to check all files
simultaneously in a compact way. Additionally, we introduce a cloud storage model in order embed
practical structures into the security model. This further allows us to not only check multiple files
but also multiple cloud storage instances simultaneously, such as blobs and containers. The second
problem is solved by defining a novel procedure called “Proofs of Recoverability”, enabling a client
to obtain an assurance whether a file is recoverable or irreparably damaged. Finally, we present a
combination of both schemes allowing the client to check the recoverability of all her original files,
thus ensuring cloud storage file recoverability.
In this talk we further present our solution as part of security audits in the cloud environment.
Security audits are cryptographic schemes which provably verify security properties of the cloud,
such as availability of storage. We published our results as “Cloud Storage File Recoverability” at
the Fifth International Workshop on Security in Cloud Computing (SCC), co-located to AsiaCCS,
in 2017 [1]; an extended version is available on IACR Cryptology ePrint Archive [2].
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Insights into the Potential Usage of the Initial Values of DRAM Arrays
of Commercial Off-the-Shelf Devices for Security Applications
Nikolaos Athanasios Anagnostopoulos∗ , André Schaller∗ , Yufan Fan∗ , Wenjie Xiong† ,
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John A. Chandy‡ and Stefan Katzenbeisser∗
∗

Security Engineering Group (CRISP-CYSEC), Technische Universität Darmstadt
† Computer Architecture and Security Lab, Yale University
‡ Department of Electrical and Computer Engineering, University of Connecticut

Several cryptographic applications entail the availability of a secure storage on a device, for
instance, to store secret keys. Physical Unclonable Functions (PUFs) can be used to provide
such key storage on commodity devices in a cost-efficient manner [KKR+ 12]. Their security is
based on the existence of at least one (random but stable) output that is unique per device for
some given input. Recently, a number of different PUF implementations based on DRAMs have
been proposed [SXA+ 17, TKXC15, TKYC17, XSA+ 16]. We draw motivation from these recent
publications in order to investigate the potential of the initial values of DRAMs found in commercial
off-the-shelf devices to be used for the implementation of a PUF.
For this purpose, we test the DRAM arrays of two evaluation platforms, i.e. Intel Galileo
Gen. 2 and PandaBoard ES Rev. B3. The Intel Galileo platform features a 256 (2×128) MB
DDR3 SDRAM, with a row size of 16 KB, whereas the PandaBoard contains a 1 GB Low Power
(LP)DDR2 SDRAM with a row size of 32 KB. To access the values of the DRAM cells, we modify
the Quark EDKII firmware on the Galileo board and the U-Boot bootloader on the PandaBoard.
For enabling better insights, we obtain the initial values of the DRAM at two different positions in
the progression of the boot process of each evaluation platform.
On the Intel Galileo board, code position GP1 marks the state during boot when the DRAM has
been completely set up, but has not yet been written to by any user code. At this state, however,
only the refresh function has been set up, while the error correction function has not yet been set

(a)

(b)

Figure 1: Patterns observed in the initial values of the DRAM of the Galileo.
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(c)

(d)

Figure 2: Patterns observed in the initial values of the DRAM of the PandaBoard.

up. Code position GP2 refers to a prior state when the system has just enabled access to the
DRAM, after setting up and initialising its addressing system. At code position GP1, we observe
distinct pattern segments, one after the other, as shown in Figure 1a. The first four segments
exhibiting a pattern have a length of 416 rows, whereas the fifth one is only 384 rows long. This
behaviour is repeated in the following segments. At code position GP2, all of the memory follows a
single pattern as shown in Figure 1b. Values at both code positions exhibit different patterns and
noise between measurements, whereas changes in the firmware alter observed patterns even more
radically.
On the PandaBoard, code position PP1 marks the state during boot when the system has almost
finished setting up the DRAM and all its functions, but the DRAM has not yet been written to by
any user code, while, code position PP2 refers to a prior state when the system has just enabled
serial communication for transferring the initial values and only a low-level setup of the DRAM
has occured, i.e. system access to the DRAM array has been enabled and its addressing system
has been set up and initialised. In both cases, we observe distinct pattern segments, one after
the other. However, slight modifications of the PandaBoard’s U-Boot bootloader can change the
segment length, e.g., from 512 rows (Figure 2c) to 1024 rows (Figure 2d).
Further analysis using relevant metrics, such as Hamming weight and intra- and inter-Hamming
distances, confirms that the observed patterns prevent the usage of the obtained boot-up values
of these commercial DRAMs as a PUF. Nevertheless, these patterns may provide insights into the
physical layout of the DRAM arrays and into the relation between physical and logical addresses.
Future research may enable access to the values of fully uninitialised cells of commercial DRAMs,
which may then prove useful for security applications.
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Run-time refreshing of symmetric keys in automation systems as
countermeasure against real-time attacks
Dan Kreiser, Zoya Dyka, and Peter Langendoerfer
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The demand of replacing wired automation systems (AS) by wireless systems is steadily increasing.
The flexibility of wireless AS is a big advantage. To make wireless communication systems usable
for automation systems, it is crucial to fulfil the strong requirements with respect to reliability and
security. A secure communication between nodes can be achieved by using cryptographic methods.
For automation systems the protection against manipulation of the manufacturing process is even
more important than the confidentiality of the processed data.
It is always possible to listen to a wireless communication between nodes assumed that the
attacker is in the range and has adequate antennas. Thus, the attacker can always find the cryptographic key by using brute-force methods, even though it can take a long time. If the attacker
revealed the key and if the key is still valid then it is possible for an attacker to use the key to
inject faulty messages. By using special hardware the time needed to extract the secret key can be
significantly reduced. A possible countermeasure could be to change the key in short time intervals.
According to the German Federal Office for Information (BSI) a session key should expire after 48
hours. But this results in many key exchanges that are usual performed with symmetric cryptographic approaches. These symmetric approaches are very time consuming and complex. That’s
the reason why this will lead to a lower data rate, higher latency and higher power consumption.
If the attacker can extract the secret key before a new session key is used, i.e. in less than 48
hours, then the attacker can decrypt all messages from this session and can also introduce it’s own
malicious messages for the rest of the current session.
A potential solution fro this issue is to use a new key for each communication. But the run-time
key refreshing should use significantly less power and time than a key exchange.
In this article we will describe a low complex method for a run-time key refreshing between
two nodes master and slave. The proposed run-time key refreshing can prevent real-time attacks,
i.e. the manipulation of the AS. The refreshment is done using a combination of a pseudo random
number generator and a real random number generator. Each message will be encrypted with a
refreshed cryptographic key. Even if an attacker is able to find a cryptographic key in less than
the half of the loop time, it will not be able to predict the valid key for the next message. Even
if the refreshing algorithm and all already applied keys are known at a certain point in time, it is
not possible to predict the next valid keys. This is due to the fact that a true random variation is
included in the key refreshment algorithm and that this randomness increases with each message.
Another advantage of our proposed method is that it is fault tolerant, i.e. if some messages get lost
or if the communication between nodes is disturbed, the keys will still be continuously refreshed
and will still be the same on both nodes.
The research leading to these results has received funding from the German Federal Ministry
for Education and Research under the grant agreement no. 16KIS0219 also referred as ParSec.
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Horizontal DEMA Attack as Low Cost Effective Mean to Reveal Keys
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The mostly used side channel analysis (SCA) attacks are vertical differential power (DPA)
or differential electromagnetic analysis (DEMA) attacks that need a lot of measurements to be
performed. In [1] 1000 measurements were needed to reveal a single key bit using DEMA.
In contrast to classical vertical attacks only one measured trace is sufficient for a successful
statistical analysis in horizontal DEMA attacks. An example of a horizontal DEMA attack is
described in [2]. For this attack the device under attack e.g. an FPGA needs to be decapsulated to
get an appropriate amplitude and resolution of the measured signal. In addition a lot of measured
traces (about 8000) was recorded to prepare the analysis of only one trace. We performed a
horizontal DEMA attack against an elliptic curve hardware accelerator for the kP operation on the
NIST B-233 elliptic curve over GF(2233 ), implemented on an FPGA. The investigated design is an
efficient and balanced implementation of the Montgomery kP algorithm. It allows to implement
all operations in parallel to the field multiplications, that increases the efficiency of the design and
provides some kind of additional robustness against SCA attacks [3]. We used single electromagnetic
trace measured on the power decoupling capacitor to run the attack. We used the difference of
means test for statistical analysis. We evaluated the success of the attack by comparing the key
candidates with the scalar that was really processed. Many key candidates were revealed with a
high correctness. 18 of 54 key candidates have a correctness of more than 80 percent. The best key
candidate extracted from the electromagnetic trace has a correctness of 94 percent.
In comparison to DPA attacks, DEMA attacks don't require difficult preparations such as implantation of a probe resistor into the attacked board. The electromagnetic trace can be measured
without the need to modify the device under attack, i.e. the attack can go completely undetected.
Please note that in addition electromagnetic emanation can be measured not only over the IC and
wires of the PCB but also over power supply capacitors [4] on the PCB. There exist currently no
means to avoid the electromagnetic emanation of capacitors which makes the horizontal DEMA attacks especially dangerous. A possible countermeasure is the integration of power supply capacitors
into IC, i.e. the using of supercapacitors [5].
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Horizontal DPA Attacks: Low-cost and High-effective
Zoya Dyka, Ievgen Kabin, Dan Kreiser and Peter Langendoerfer
IHP
Frankfurt (Oder), Germany
In this paper we evaluate the influence of different inputs such as EC point coordinates P=(x,y)
and scalar k on the result of our horizontal DPA attacks using the difference of means test for
statistical processing of traces. We attacked our hardware implementation of the Montgomery kP
accelerator for NIST EC B-233. Due to the fact that the Montgomery kP algorithm processes each
key bit of the scalar k in the main loop using the same sequence of operations, it is resistant against
simple SCA attacks [1]. I.e. a visual inspection of a simulated power trace of a kP of our (regular)
implementation of the Montgomery ladder does not reveal the key, so our design is resistant against
SPA attack. We performed horizontal DPA attacks using simulated power traces. We applied a
difference of means test to reveal the scalar k. Our attack is similar to [2], but doesn't require a lot
of additional measurements in the preparation step. In comparison to the horizontal correlation
collision analysis attack described in [3] our attack needs by far less efforts. To evaluate the
effectivity of our attack and the influence of the different inputs on the attack results we compared
all obtained key candidates with the real processed scalar k. We calculated the correctness δ of
each key candidate in per cent. Results of our attack show that the correctness of key candidates
depends neither on the processed point P nor on the scalar k. The next graph illustrates this fact.

The results of the analysis illustrate also the fact that the well-known key randomization (traces with
scalar k1+q) or the EC point blinding (traces with the EC points R+S or R+2S) are not effective
against horizontal DPA attacks. This statement holds true for both investigated technologies, but
we admit that the designs synthesized for the 250 nm technology are more vulnerable than those
synthesized for the 130 nm technology. Our experiments with the same implementation ported to
a Xilinx Spartan-6 FPGA show that the FPGA implementation is even more vulnerable than the
design synthesized using the IHP 250 nm technology. Using the two key candidates with the highest
correctness of 99.6% and 99.1% respectively, we revealed the processed scalar 100% correctly by
brute forcing the 3 not correctly revealed bits.
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Selecting the Best Suitable EM Probe using Horizontal DEMA Attack
Christian Wittke, Ievgen Kabin, Dan Kreiser, Zoya Dyka and Peter Langendoerfer
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Implementing cryptographic algorithms in a tamper resistant way is a complex task as the algorithm used and the target platform have a significant impact on the potential side channel leakage
of the implementation. In addition the knowledge of an attacker, especially about the best suitable
measurement setup and measurement point is of importance. Electromagnetic analysis (EMA)
attacks are especially dangerous due to the fact that measurements of electromagnetic (EM) emanation can be done without modification of the device under attack, i.e. without being noticed
that an attack occurred. A method for selecting the best measurement conditions can improve
EMA attacks significantly. This method should be used by designers to evaluate the resistance of
their cryptographic implementations against side channel analysis attacks before releasing them.
In this work we discuss a low-cost method for comparison of measurement tools. We propose to use
the results of horizontal differential electromagnetic analysis (DEMA) attacks as the criterion for
determining the best suitable instruments for measurements, for example for determining the best
suitable EM probe. To demonstrate the applicability of this method we performed a horizontal
DEMA attack against an IHP elliptic curve cryptography (ECC) design. The design is an implementation of the Montgomery kP algorithm for NIST elliptic curve B-233 [1]. The kP design was
ported to a Xilinx Spartan-6 FPGA manufactured in a 45 nm technology. The experiments were
made under same measurement conditions: attacked FPGA, design, inputs, measurement point
and measurement equipment, excepting the EM probes. We experimented with 7 EM probes: 2
from Riscure [2], 4 from Langer [3] and a self-made probe. Performing the horizontal DEMA attack
using each EM probe results in revealing the cryptographic key - the used scalar k - with a certain
correctness. We used this correctness as a criterion for the selection of the best suitable EM probe.
In our experiments the MFA-R-75 probe from Langer allowed to reveal 14 key candidates with a
correctness of more than 90 per cent whereas the ICR HH 150-27 and ICR HV 150-27 microprobes
from Langer dont allow to get a single key candidate with a correctness of more than 70 per cent.
So, our experiments give a qualitative low-cost and low-time method for comparison of EM probes
at least for a predefined measurement setup and clearly show that selecting the wrong probe for
an attack may lead to a wrong impression of good resistance.
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The vulnerability of nuclear power plants has been the research topic in the latest years. But since
the disclosure of the digital worm Stuxnet and its impact on the operation of the equipment in
nuclear power plants, many experts have been concerned that similar attempts to nuclear power
plants could pose a severe risk.
Just this one example is suggesting that digital forensics, including digital forensic readiness,
must be thoroughly planned and implemented before cybersecurity incident happens to prevent
disastrous events. Forensic readiness is the state of being ready for a forensic investigation in
advance of an incident occurrence. Unfortunately, even though digital forensic readiness is being
established as a legal and regulatory requirement in many industries, nuclear power plants have
not yet established a considerable capability in this domain.
The overall purpose of my PhD research is to address security issues in operational Instrumentation and Control (I&C) system using smart testing. The results will help to identify potential
security threats in operational I&C and develop appropriate methodology to achieve appropriate
level of security and implementation of forensic readiness. In addition, formalizing and implementing secure logging will support detection of unauthorized manipulations to, or tampering of, the
security logs. More specifically, this PhD thesis proposes the following research question:
• How forensic readiness and secure logging can be achieved in Operational I&C systems without
interfering running I&C systems? Which in turn suggests the following sub-questions:
1. How to design and implement forensic readiness?
2. How to model forensic related security controls and security properties?
3. How to formalize and implement secure logging?
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