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Improving DEMA attack results using di�erent compression methods

Ievgen Kabin, Zoya Dyka, Dan Kreiser and Peter Langendoerfer

IHP
Frankfurt (Oder), Germany

Side channel analysis (SCA) attacks are significant threats for cryptographic devices. Horizontal
SCA attacks [1] are especially dangerous as they require only a single trace and well-known classical
countermeasures such as key randomization or elliptic curve point blinding [2] do not provide any
kind of protection against them [3]. We performed a horizontal differential electromagnetic analysis
(DEMA) attack against our implementation of the kP operation the NIST EC B-233. It is based on
the Montgomery kP algorithm [4] using Lopez-Dahab coordinates [5]. The regularity and atomicity
balancing principles were applied as well-known and sufficient countermeasures against SPA attacks.
The implemented design was running at 4 MHz on the board with a Spartan-6 FPGA.

The electromagnetic field of the working cryptographic design was measured directly over the
FPGA, wire and power supply decoupling capacitors of the investigated board using an MFA-R 0.2-
75 EM probe from Langer [6]. Traces were captured using a LeCroy Waverunner 610Zi oscilloscope
with a 2.5 GS/s sampling rate. To simplify the attack we compressed the measured traces. Our
statistical analysis is based on the comparison of means as described in [3]. We revealed the used
private key k with a correctness of 100%. In this paper we show how different trace compression
methods influence the success rate of attacks in order to select the best suitable one.
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(Finite) Field Work: Choosing the Best Encoding of Numbers for FHE
Computation

Angela Jäschke∗, Frederik Armknecht∗

∗University of Mannheim

Fully Homomorphic Encryption (FHE) schemes allow arbitrary computations on encrypted data,
making them a promising tool for numerous use cases that require outsourcing computation on
private data to untrusted parties. FHE schemes operate over finite fields while many use cases
call for real numbers, requiring appropriate encoding of the data into the scheme’s plaintext space.
However, the choice of encoding can tremendously impact the computational effort on the encrypted
data. Although the question of selecting the encoding arises immediately in practice, users are
mostly left alone in choosing it.

In this work, we investigate this question for applications that operate over integers and rational
numbers using p-adic encoding and the extensions p’s Complement and Sign-Magnitude, based on
three natural metrics: the number of finite field additions, multiplications, and the multiplicative
depth. Our results are partly constructive and partly negative: For the first two metrics, an optimal
choice exists and we state it explicitly. However, for multiplicative depth the optimum depends on
the use-case and does not exist globally. We do show how to choose this best encoding depending
on the use-case.

This work originally appeared at CANS 2017 under Springer copyright.
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An extensive classification and analysis of attacks
against Physical Unclonable Functions (PUFs)

Nikolaos Athanasios Anagnostopoulos∗, Sebastian Gabmeyer∗,
Tolga Arul∗ and Stefan Katzenbeisser∗

∗ Security Engineering Group, Computer Science Department, TU Darmstadt, Germany

Cryptographic applications usually require the storage of secret keys. Physical Unclonable Func-
tions (PUFs) can provide secure key storage even on low-end hardware [Katz12], such as devices
used for the Internet of Things (IoT). PUFs offer lightweight cryptographic solutions by exploiting
intrinsic physical properties of hardware. Their security is based on the fact that, for a given input
(PUF challenge), the PUF creates a unique output (PUF response).

Usually, PUF responses are afflicted with noise. Several methods, such as error correction and
fuzzy commitment schemes, are used as a remedy. In this way, robust responses can be obtained
and subsequently employed in a number of cryptographic applications. PUFs can not only serve as
secure key storage, enabling device authentication and identification, but also act as security anchors
for true random number generation, software attestation, secure boot and other applications.

PUFs have been derived from numerous different physical structures. The high number and
diversity of PUF implementations has, so far, prevented a concise assessment of their resilience
against attacks. This lack of insight has been further aggreviated by the significant number and
diversity of corresponding attacks. The substantial and enduring popularity of research on attacks
against PUFs has led to a plethora of publications. The large number of such publications makes
it difficult to get a comprehensive overview of the field and therefore, also, a clear understanding
of current threats against particular PUF implementations.

Another challenge originates from the fact that some papers may present particular attacks
against certain PUF types, while others focus more on remedies for specific attacks. Additionally,
an increasing number of publications survey thoroughly a particular PUF type, but only briefly
examine relevant attacks and countermeasures. Consequently, although all this information is easily
accessible, it is very difficult to use it for a higher order analysis which may consider multiple factors
together and, therefore, require tedious processing. As a result, it is almost impossible to efficiently
assess the effective security of different PUF implementations.

Our work aims to address the aforementioned shortcomings of publications regarding the secu-
rity of PUFs. It is, to the best of our knowledge, the first systematic survey concerning attacks
against PUFs. We examine the diverse and abundant relevant literature in a comprehensive man-
ner, in order to identify classification categories for attacks against PUFs. We establish a novel
classification concept using these categories and use it to classify the relevant literature, in order to
provide a clear understanding of the current state of the art regarding threats to PUFs. Using the
results of our classification, we can then assess the resilience of particular PUF implementations
against different attacks. Consequently, we are also able to provide valuable insights into their
security and, therefore, their suitability for different applications.
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An investigation of the effects of radiation on current key storage solutions
and on Physical Unclonable Functions (PUFs) being used as key storage
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Frank Flederer§, Tobias Mikschl§, Tolga Arul∗, Philipp R. John†, Kirsten Hierholz‡,

Sergio Montenegro§ and Stefan Katzenbeisser∗

∗ Security Engineering Group, Computer Science Department,
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Security and fault tolerance are two of the most important objectives that electronic device man-
ufacturers have to meet before a product can go into mass production. These two goals either
together or separately have the power to put a manufacturer out of business. Moreover, the choice
of key storage solutions is very important with respect to the level of security a device manufacturer
is willing to provide to the end customer. An ideal key storage would be completely fault-tolerant
and would provide a high level of security, while also being cost-efficient.

However, environmental effects, such as ionising radiation, can significantly affect electronics,
including key storage components. When exposed to ionising radiation, electronic devices can
potentially suffer from threshold shifts, functional failures or leakage currents, which may also lead
to temporary malfunctions or even permanent damage. Hence, it is important to investigate the
effects of ionising radiation on different key storage solutions, with a particular focus on cost-
efficient key storage solutions being used in high-radiation environments, such as Flash memory,
and on novel secure key storage, such as Physical Unclonable Functions (PUFs).

Although the effects of radiation on semiconductor devices have been extensively studied in
the past [Ba10, Do12, Ge13, Gi01, Go14, Ng98, Sa13, Sn89], to the best of our knowledge, no
comprehensive study exists regarding the effects of radiation on cost-efficient contemporary memory
components used for secure key storage, such as Flash memory found on commercial off-the-shelf
(COTS) devices and SRAM PUFs implemented on such devices. We therefore aim to investigate
the advantages and disadvantages of using such cost-efficient devices for secure and fault-tolerant
key storage, by examining the effects of radiation on the two aforementioned memory components
found on them. In this way, we will be able to determine their suitability for being used as secure
key storage in high-radiation environments, such as nuclear plants, power facilities and the outer
space, and in applications related to radiation therapy and nuclear weapons deterrence.

To this end, we want to investigate and evaluate the effects of radiation on the Flash memories
of two COTS devices that are used in space applications, the STM32F407VG Discovery and the
STM32L152RE Nucleo boards, as well as on memory-based PUFs implemented using the start-
up values of the SRAMs of these two boards. In particular, we have already started conducting
experiments using radioactive sources in order to induce faults on the two memory components of
the boards and test their tolerance to such faults. However, current results have been less than
promising, because of the low absorbed dose due to the limited period of time that the boards have
so far been irradiated. Future experiments with stronger sources and for a longer period of time
are planned.
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Current and future experiments will be conducted using beta and gamma radiation emitting
sources, which emit photons and electrons respectively. In this way, we can test the tolerance of
key storage against radiation commonly occuring in high-radiation environments. Additionally, we
measure the probability of persistent and non-persistent faults occuring both when the value of the
memory cells is 1 and when their value is 0. In relevant literature, it has been noted that Flash
memory cells are highly unlikely to be flipped from 1 into 0, due to the way in which they are
constructed [Ba10, Sn89]. We therefore expect to observe faults in Flash memory only when the
value of its cells is 0. Furthermore, we expect that the SRAM PUF will be able to recover from soft,
non-persistent, errors, due to the volatile nature of SRAM, while the non-volatile Flash memory
will not be able to do so. Finally, based on the number and nature of faults occuring, we will be
able to estimate the probability of faults affecting a key stored in the Flash memory or generated
by the SRAM PUF, taking into account existing error correction mechanisms. Therefore, we will
be able to assess the fault tolerance of current secure key storage storage solutions in high-radiation
environments.
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Secure Programming and Debug Interface

Frank Vater

IHP
Im Technologiepark 25

Frankfurt(Oder), Germany

An unprotected programming and debug interface of a microcontroller is a perfect open door for an
attacker. It is possible to read out secret information (e.g. a private key) or to steal or to modify
the firmware. In case that the microcontroller is part of a wireless sensor network the whole network
is getting in risk and the economic loss can be very high. There are different types of protection
mechanisms available to secure such an interface against unauthorized access. A software-based
password protection [1] is a very simple security mechanism and easy to attack. Fuse bits [2] or
complex authentication schemes [3] are more secure. But all solutions is common that they are
vulnerable to invasive attacks.

The developed solution based on a secret key protection mechanism and is called “secure debug
interface” (SDI). Inside of the device, a golden key is stored. The user has to enable the debug
interface by writing the secret key into the device. In case that the golden key and the secret key,
written by the user, are matching, the debug interface is enabled. The secret key is stored in an
NVM so that even in case of long debug session including reset and power-off the access via debug
interface is possible. Finally, the user deletes the secret key and the debug interface is blocked.

A programming and debug interface is used in different development stages of a firmware: at
first the software development at the desk, second the test in the field and third the upload of the
final firmware image in the field. The developed protection mechanism in this work supports a
multiple but restricted, usage of the debug interface. Additionally, a mechanism for different access
levels is offered. Depending on the access level different address spaces are unlocked. The debug
interface is embedded into the SDI and all input and output signals are controlled by the SDI.

A special feature is the storage of golden key inside of the device. It based on newly developed
components. Each component contains one bit of the golden key, a zero or a one. In case of reverse
engineering process with a microscope, it is not possible to identify which component contains a zero
and which component contains a one as value for the golden key. To hinder a reverse engineering
the components are made of digital standard cells, so it very hard to identify them in a layout.
Finally, the components, 128 for a 128 bit golden key, are distributed in the whole area of digital
standard cells and it is not vulnerable against invasive attacks with a needle probe.

The solution is easy to integrate into an existing design, while area, timing, and power is not
influenced significantly. The additional area for a microcontroller is less than 1% and the power
consumption is increased by an additional leakage of 0.2% only and the debug process has to be
changed only slightly.
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Is This RSA Key Weak?

Ernst-G. Giessmann

Institut für Informatik
Humboldt-Universität zu Berlin

How an RSA key can be tested? It will be shown that this task is not all easy. Some examples of
weak keys were given, which pass, e. g., the OpenSSL check.

-----BEGIN PUBLIC KEY-----

MIIBHzANBgkqhkiG9w0BAQEFAAOCAQwAMIIBBwKBgQDI0rl3Jrbj+43Uki58yYHx

fcnZPIfaesoY4eFlH5ClIfTKq4iEoXmzTPxlBeanR16DZYldeT0iW/c4+fKEo8QR

WPmaPmYWA0ZkgLFMxzbZC+VUW4zuxIc/w7Qckl1EMFhQtthuM2BauNAwAOcB15Ge

yypvTod1fk4dI4MW1aUqzQKBgGRpXLuTW3H9xupJFz5kwPi+5OyeQ+09ZQxw8LKP

yFKQ+mVVxEJQvNmmfjKC81Ojr0GyxK68npEt+5x8+UJR4gfJjHMa8NPn1Dh/UrUt

Zm0fEJafIOAFYHlD2gkmoimvgGnY1wDbcuYj5EGqVrH8+U433YN4G7JAANo5Ebgu

tR7/

-----END PUBLIC KEY-----

On the other side there are keys, that show up as weak, e. g. in the ROCA[1] test:

-----BEGIN PUBLIC KEY-----

MF0wDQYJKoZIhvcNAQEBBQADTAAwSQJBAJlK4B4/rOMmxRFLRbgCPPqK5fgA7zU1

btw7eqScAEjDB8LZD/of3xDwPSZr2WAKlSh9UOmdHH95aD0jpAQUJycCBEAAAIE=

-----END PUBLIC KEY-----

Nevertheless this key is strong (if the small key length is not taken into account).
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Localized EMA as a mean to find spatial and time SCA leakage sources

Elisabeth Vogel, Ievgen Kabin, Zoya Dyka and Peter Langendörfer

IHP
Frankfurt (Oder), Germany

In this paper we describe results of Localized Electromagnetic Analysis (EMA) attack against the
IHP [1] Elliptic Curve Cryptography (ECC) design. Localized EMA was published in [2]. In [2] an
implementation of elliptic curve (EC) kP operation an a Xilinx Spartan-3 (XC3S200) FPGA was
attacked. The IHP ECC design is also an implementation of a kP operation. The details about
the ECC design attacked in [2] and in this paper as well about measurement setup and statistic
analysis are given in following table for comparison.

Details Localized EMA [2] IHP

Elliptic Curve B-163 B-233

kP operation Montgomery kP, Montgomery kP,
Lopez-Dehab coords. [3] Lopez-Dehab coords. [3]

resistance against SPA resistant resistant

processing of 1 key bit > 500 clock cycles 54 clock cycles

field multiplication: 4-bit digit-serial clas., 4-term iter. Karatsuba
method, duration 41 clock cycles 9 clock cycles

write to registers not parallel to mult. always parallel to mult.

attacked device: FPGA Xilinx Spartan-3 (XC3S200) Xilinx Spartan-6

clock freq. 20MHz 4MHz

Langer EM probe, resolution ICR HH/HV 150-6, LF-B3, 2mm
100/80 µm

sampling rate (oscilloscope) 5 GS/s 2,5 GS/s

# measurement points (traces) 80x100 = 8000 5x5 = 25

compression method xmax − xmin Σx2(t)

statistical analysis (horiz.) difference-of-means the difference of the mean [4]

# extracted key candidates 1 54

Fig.1 shows the results of the localized EMA attack against the IHP implementation. Fig.1a)
represents the success rate of the attack using the compression method of EM traces and the
difference-of-means test as described in [2]. Fig.1b) shows the results of the attack using compression
of EM traces and statistical analysis corresponding to [4]. In comparison to Fig.1a) we obtained
much more information. We discovered not only a spatial but also a time based leakage sources
that can be exploited in Side Channel Analysis (SCA) attack. Fig.1c) shows the best success rate
per measurement point. The information about spatial and time based SCA leakage is very helpful
for a redesign.
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Figure 1: Results of the localized EMA attack against the IHP kP design
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Implementation of a Latency Optimized ECC-Design

Dan Kreiser, Ievgen Kabin, Zoya Dyka, Christian Wittke and Peter Langendoerfer

IHP
Frankfurt (Oder), Germany

The demand of replacing wired automation systems (AS) by wireless systems is steadily increas-
ing, as the flexibility of wireless AS is a big advantage. To make wireless communication systems
usable for automation systems, it is crucial that they fulfil the strong requirements with respect to
latency and security. The confidentiality of a communication between nodes can be achieved using
symmetric cryptographic methods. But these nodes have to generate/exchange a common secret
key.

The ECDH protocol can be used to exchange a secret key between two nodes. Each node
has to perform 2 EC point multiplications (denoted as kP). 5 kP operations have to be executed
additionally, if authentication of the nodes is required. The kP operation is the main operation
in ECC. P is a point of an EC; k is a scalar. If decryption corresponding to the EC El-Gamal
(ECEG) approach as proposed by Koblitz [1] is applied, the scalar k is the private key. The ECEG
encryption can be used as an alternative to ECDH for the key exchange in ASs. Each node performs
5 kP operations if mutual authentication is required.

The latency and the energy consumption of the ECEG approaches can be improved if the Coro-
n’s encryption/decryption algorithm [2] is applied. Using this algorithm it is possible to avoid the
relatively complex representation of a message as an EC point. If an EC over GF (2n) is selected
for implementation, the Montgomery kP algorithm using Lopez-Dahab projective coordinates [3]
for an EC point representation can be combined with Coron’s encryption/decryption algorithm to
avoid completely the calculation and transmitting of the y-coordinates of EC point:

Encryption of the message m, length(m) ≤ n, for the owner of the public key P; G is a base point
1 A random number r is generated: r ∈ [1; q-1].

Calculation:
2 R=r·G=(x1;—); //reduced execution time
3 S=r·P=(x2; —); //reduced execution time
4 c=x2+m.
5 Transmission of the encrypted message: (x1; c) // the transmission of y1 is omitted

Decryption of the message:

6 Reception of the encrypted message: (x1; c) // reception of y1 is not needed

Calculation:

7 k(x1; —)=(x′
2; —); //reduced execution time

8 m=x′
2-c.

We implemented the Coron’s encryption/decryption algorithm for the NIST EC B-233. The
execution time of a kP operation was slightly reduced (<1%) and the transmission time was reduced
by about 30%.

Acknowledgement: The research leading to these results has received funding from the German
Federal Ministry for Education and Research under the grant agreement no. 16KIS0219 also referred
as ParSec.
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Secret Unknown Cipher Concept as Physical Security Anchor

Wael Adi and Ayoub Mars

Institute of Computer and Network Engineering
Technical University of Braunschweig

Germany
{w.adi, a.mars}@tu-bs.de

Secret Unknown Ciphers (SUCs) were first introduced by the author in 2007. Such ciphers are
self-created, highly unpredictable unknown-ciphers which are accommodated in permanent digital
self-reconfiguring units. The concept appears to be strange when proposing to use ciphers which
nobody knows. However, the only secret which can be kept secure is the secret which nobody
knows. A technology infrastructure for building such ciphers still not yet available, however it is
expected to be available practically in the very near future. Realization of such ciphers requires
having self-reconfiguring non-volatile FPGA units. A research group at the Technical Univer-
sity of Braunschweig attained first promising results and concepts for realizing such ciphers in
non-volatile self-reconfiguring FPGA SoC units. The target technology under consideration is Mi-
crosemi SmartFusion 2 FPGA technology or any other technologies having similar characteristics.
This presentation demonstrates some basic generic protocols for deploying such digital units incor-
porating SUCs as clone-resistant System-on-Chip (SoC) units in open networks. A broad spectrum
of applications in consumer and vehicular electronics is expected when using such ciphers result-
ing with low-cost, provable, clone-resistant or even possibly unclonable units. The technique allows
manufacturer-independent personalization of SoC units having non-volatile technology. This allows
to efficiently personalize commercial pragmatic clone-resistant units by creating low-cost SUCs to
protect intellectual property rights in electronic units and create unclonable electronic or mecha-
tronic units. The SoC units are basically irreversibly mutating unknown physical crypto-functions
to act as unique physical entities such that cloning them becomes commercially useless. The concept
makes break-one break-all attacks infeasible in such technology. Each unit requires to be attacked
individually and thus frustrates attackers by making legal devices always cheaper than cracking
or cloning-products. The presentation shows the concept and illustrates possible applications and
protocols for some practical use- cases.

References

[1] Adi, Wael et Soudan, Bassel. Bio-Inspired Electronic-Mutation with generic properties for Secured
Identification. IEEE Bio-inspired, Learning, and Intelligent Systems for Security, BLISS 2007,
ECSIS Symposium on (pp. 133-136), 2007.

[2] Adi, Wael, Mars, Ayoub, et Mulhem, Saleh. Generic Identification Protocols by Deploying Secret
Unknown Ciphers (SUCs). IEEE Consumer Electronics-Taiwan (ICCE-TW), Taiwan 2017.

For more information about the speaker, please visit the following homepage:
https://www.tu-braunschweig.de/kns/mitarbeiter/adi

1

https://www.tu-braunschweig.de/kns/mitarbeiter/adi


Further Information (Program, Venue, LaTeX-template): http://www.kryptotag.de/ 

Submission / Registration: Until 15 May 2018, per email at kryptotag@lists.bit.uni-bonn.de  

Organisation:  Daniel Loebenberger, genua gmbh  
Michael Nüsken, b-it, Universität Bonn 
Frederik Armknecht, Universität Mannheim 

 

Ambition and Program: The Crypto-Day aims 
at providing an opportunity for early-stage re-
searchers in the field of cryptography and IT-
security to exchange knowledge and establish 
networks to universities as well as to industry 
(e.g. for collaboration across Germany, or to find 
out about research internships and post-doc posi-
tions). Therefore, we invite students, doctoral 
candidates, and experienced researchers to present 
their research results or research ideas in the form 
of 20 minute presentations on this upcoming 
Crypto-Day. 
 
Schedule (tentative) 
Thu 13:00-17:00 Talks 
Thu 17:10-17:55 GI Fachgruppentreffen “An-

gewandte Kryptographie” 
Thu 18:00-22:00 Social event 
Fri 09:00-13:00 Talks 
 
Host: genua gmbh is a German IT security spe-
cialist. Its business activities range from securing 
sensitive interfaces in public authorities and in-
dustry to networking highly critical infrastructure, 
reliably encrypting data communication over the 
Internet and providing remote maintenance sys-
tems for industry and remote access solutions for 
mobile users and home offices. All genua products 
are developed and produced in Germany. Product 
quality is ensured by regular certification 

and approval by the German Federal Office for 
Information Security (BSI). genua was founded in 
1992 and now has over 200 employees at its main 
site in Kirchheim near Munich and subsidiaries in 
Berlin, Cologne and Stuttgart. Over the years, 
numerous customers from industry and govern-
ment have come to rely on the experience and 
solutions provided by the company. genua is part 
of the Bundesdruckerei group. 
 
Topics: The presented talks shall cover a broad 
spectrum from the field of cryptography or IT-
security. We invite presentations of work-in-
progress, contributions, which may be submitted 
to a conference, or summarize findings from a 
thesis or dissertation. 
Submitted articles corresponding to the presenta-
tions will be arranged in a technical report. There-
fore, submissions will be quotable publications 
and will be published on the web page. Observe 
that this does not forbid the publication of the 
result at other conferences or journals. 
 
Attendance: There are no participation fees.  
 
Submission: Please submit an abstract of your 
talk (one DIN A4 page). To simplify generation 
of the technical report, we request you to only use 
the LaTeX template of the cryptography group 
and to provide the PDF file additionally to the 
LaTeX sources. 
 

 

 

                    

 
The interest group „Angewandte Kryptographie“ of Gesellschaft für Informatik e.V. hosts 

28th Crypto-Day 

7/8 June 2018 
Genua GmbH, Domagkstraße 7, 85551 Kirchheim bei München, Germany 

 




